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1 Intro duction/Prerequisites

This documert constitutes a tutorial intro duction to the KeY-Tool. The KeY-T ool is
an integrated ervironment for creating, analysing, and verifying UML/OCL models
and their implementation. The main focus of the KeY-Tool are class diagrams.
Other kinds of diagrams are currently not supported yet.

The KeY-Tool is an extension of the commercial CASE tool Together Con-
tr olCenter ! (in the following referredto asTogetherCC ). We assumethat the
reader is familiar with the CASE tool TogetherCC . Here we concerirate on the
description of the KeY extensions. Furthermore, we assumethat the KeY-T ool has
beenalready installed successfully

The KeY-Tool is designedas an add-on to TogetherCC . Thus, all features
o ered by TogetherCC are available and the usercan work with a powerful UML
CASE tool in a familiar environment. The designphilosophy of the KeY-Tool is to
encouragebut not to force usersto take advantage of formal methods. Usersare
able to decidethemselesat which point the KeY extensionsare useful.

For a longer discussionon the architecture, design philosophy, and theoretical
underpinnings of the KeY-T ool pleaserefer to [1].

The most recert version of the KeY-Tool can be downloaded from http://
i12www.ira.uka.d e/~key/ downl oad.h tm.

1.1 Version Information

This tutorial wastested for TogetherCC  versions6.0, and 6.0.1.

1.2 Logical Foundations

Deduction with the KeY-Prover is basedon a sequen calculusfor a Dynamic Logic
for JavaCard (JavaDL) [2]. A sequen hasthe form 1;:::; m ~ 1;:::5; o (m;n
0), wherethe ; and ; are JavaDL-formulas. The formulas on the left-hand side
of the sequen symbol * are called antecedent and the formulas on the right-hand
side are called sucedent. The semarics of a sequen is the same as that of the
formula (12 :::™ W) (1_:ii_ n)(min  0).

1.3 The KeY-Pro ver

In this section we give a short introduction into the handling of the KeY-Prover
which is shown in Figure 1. The KeY-Prover window consistsof two paneswhere
the left paneis additionally tabbed. Each paneis described below.

Left pane, Pro of Obligations: Someproperties you may want to prove require
to prove sewral proof obligations. E.g., following the principle Design by
Contract you have to prove that the pre-condition preg, of a method m in
a subclassesimplies the pre-condition presyper Of meth in its superclassand,
vice versa, that the post-condition postsy, of meth in the subclassimplies
the post-condition postsyper Of meth in its superclass. Thus, the two proof
obligations presyper ! presyw and postsyy ! postsuper are generated and
displayed in tab Proof Obligations. Each proof obligation in this tab requires
its own separateproof. You can switch betweendi erent proofs by selecting
the according proof obligation.

1To obtain the tool TogetherCC  please contact http://www.togethersoft. com A free time-
restricted trial version is available.



Left pane, Pro of: This pane contains the whole proof tree which represerts the
current proof. The nodesof the tree correspond to sequetts (goals) at di erent
proof stages. Click on a node to seethe corresponding sequen and the rule
that wasapplied on it in the following proof step (except the node is a leaf).
Leaf nodesof an open proof branch are coloured red whereasleavesof closed
branchesare coloured green.

Left pane, Goals: In this panethe open goals of a certain proof (corresponding
to one entry in tab Proof Obligations) are listed. To work on a certain goal
just click on it and the selectedsequen will be shown in the right pane.

Righ t pane: In this paneyou can either inspect inner, already processedodes of
the proof tree or you can continue the proof by applying rules to the open
goals,whichever you choosein the left pane.

Rules can be applied either interactively or non-interactiv ely using heuristics:

Interactiv e Proving: Moving the mouseover the current goal you will no-

tice that a subterm of the goalis highlighted (henceforth called the focus
term). Pressingthe left mousebutton displays a list of all proof rules
currently applicable to the focusterm.
A proof rule is applied to the focus term simply by selecting one of
the applicable rules and pressing the left mouse button. The e ect is
that a new goal is generated. By pushing the button Goal Back in the
main window of the KeY-Prover it is possibleto undo one or se\eral rule
applications. Note, that it is currently not possibleto backtrack from an
already closedgoal.

Automatic Proving: Automatic proof seard is performedapplying so-called
heuristics which can be seenas a collection of rules suited for a certain
task. For example, the heuristic simplify_boolean corntains rules to sim-
plify boolean expressions.To determine which heuristics should be used
selectmenru item Options ! Heuristics. A dialog popsup whereyou can
de ne the active heuristics (right pane) from a set of available heuristics
(left pane). Furthermore, you can setthe maximal number of automatic
rule applications. To save your settings for further proofs select menu
item Options ! SaveSettings
To start (respectively continue) the proof push button Apply Heuris-
tics. In the status line of the KeY prover a button appearsto stop the
heuristics. Furthermore, this it cortains a progressbar showing the re-
lation of already applied rules and the maximal number of automatic
rule applications. If the chedkbox Autoresumeheuristics is selected,the
prover automatically resumesapplying heuristics after an interactiverule
application.

There is oneexceptionfrom this behaviour: If the heuristics simplify _updates
is selected| which is recommendedto always be the case| this heuris-
tics is always applied after ead interactiv e proof step, evenif Autoresume
heuristics is not selected. This comesfrom the particular importance of
simplifying updatesto the KeY JavaDL-calculus.

In the following we describe the menu items available in the main meru of the
KeY-Prover.

File ! Load: Loadsa previously saved proof.

Attention: loading and saving of proofsis currently (Vers.0.9) not functional
if so called \implicit" attributes are part of the proof. \Implicit" attributes
are part of the object initialisation scheme of the JavaDL-calculus rules.



File ! Save: Savescurrent proof. Note, that if there are seweral proof obligations
(seetab Proof Obligations in the left pane) only the one currently worked on
is saved.

File ! Exit : Quits the KeY-Prover (be warned: the current proof is lost!).

View ! Pretty&Untrue : This menu item allows you to toggle betweentwo dif-
ferent views. If unselected,terms and formulas are displayed in their internal
represenation which is often very hard to read. For example, the formula
5 < 6 would be displayed as It(5;6). For a user-friendly represeration of
terms and formulas selectPretty&Untrue . Be warned: Somerule applications
require the userto provide a term or formula. However, using the user-frienly
syntax to enter terms or formulas is currently not possible (therefore \un-
true”) and the syntax of the internal represenation hasto be used. Thus, if
you want to erter the formula 5 < 6 you have to type It(5; 6).

View ! Smaller: Decreasedhe font sizein the right prover pane.
View ! Larger: Increasesthe font sizein the right prover pane.
Options ! Heuristics : Allowsto de ne the set of activated heuristics.

Options ! LDT Models: Here you can choose betweendi erent semartics for
Java integer arithmetic. Three choicesare o ered:

Java semariics: Corresponds exactly to the semariics de ned in the
Java languagespeci cation. In particular this means,that arithmetical
operations may causeover-/under o w.

Arithmetic semartics ignoring over ow (default): Treats the primitiv e
nite Java types as if they had the same semariics as mathematical
integerswith in nite range.

Arithmetic semartics prohibiting over ow: Sameasabove but the result
of arithmetical operationsis not allowed to exceedthe range of the Java
type asde ned in the languagespeci cation.

What is behind all this goesbeyond the scope of this quicktour. If you want
to know more, pleaserefer to [5]. Otherwise, just ignore this menu item and
usethe default settings.

Options ! Update Simplier : Hereyou cande ne policieshow updatesshould
be simpli ed. As the description of LDT Models above, this goesbeyond the
scope of this quicktour. Pleaseusethe default settings unlessyou know what
you are doing.

Options | Save Settings : Here you can save changesto the settings in menu
Options permanertly, i.e. for future sessionswith the KeY-Prover.

2 Tutorial Example

In this tutorial we usea simple paycard application to illustrate most of the capa-
bilities o ered by the KeY-Tool. The tutorial exampleis a standard TogetherCC
project (contained in the le paycard.tpr) and canresideanywherein the le system
of your computer. After opening the project you can inspect the classstructure of
the project as depicted in Figure 2 (selecttab <default>, if necessary).
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Figure 1: The KeY-Prover.

The classdiagram shown in Figure 2 consistsof the six classePayCard PayCard-
Junior , CardException, ChargeUl, IssueCardUl, and Start . The class Start
provides the main method of the application. You can compile and execute the
application from within TogetherCC by selecting the menu item Run ! Run
or by using the function key F9. Try this now. TogetherCC  rst compilesthe
Java source code and immediately executesit afterwards. If TogetherCC re-
ports errors during compilation one reason could be a wrong setting in project
options. Pleasechangein the project options (Tools! Options ! Project Leve)
the value of Builder ! Built-in Javac! Compiler Options! Destination directory
to $PROJECDIR$ and try again.

The tutorial exampleis a simple paycard scenario. Running the application, in
the rst dialog the customer (user of the application) can obtain a paycard with
a certain limit: a standard paycard with a limit of 1000, a junior paycard with a
limit of 100, or a paycard with a user-de ned limit. The initial balanceof a newly
issuedpaycard is zero. In the seconddialog the customer may charge his paycard
with a certain amount of money. But the charge operation is only successfuif the
current balance of the paycard plus the amount to charge is lessthan the limit of
the paycard. Otherwise, i.e. if the current balance plus the amount to charge is
greater or equal the limit of the paycard, the charge operation doesnot changethe
balance on the paycard and, depending on the class, either an attribute courting
unsuccessfubperations is increasedor an exception is thrown. The KeY-T ool aims
to formally provethat the implementation actually satis es suc requiremerts. For
example, one can formally verify the invariant that the balance on the paycard is
always lessthan the limit of the paycard.

The static structure of the exampleapplication is modelledin the classdiagram.
The intended semartics of someclasseds de ned with the help of invariants denoted
in the Object Constraint Language(OCL). Likewise,the behaviour of most methods
is described in form of pre-/p ostconditions in the OCL.



Figure 2: Class Structure of Tutorial Example.

3 Creating a Formal Specication in the OCL

Rigorous speci cation is a necessaryprerequisite to discussthe \correctness" of an
UML model and its implemertation in a meaningful way. This is a considerable
obstacle, in particular, for novice usersin formal methods. The KeY-Tool helps
usersto comeup with meaningful requiremert speci cations in the OCL.

3.1 The Basic ldea

Probably only few software developers feel happy when facedwith the task of writ-
ing a speci cation in a formal language like the OCL. Many developers are not
familiar with that kind of activity and refuseto learn how to write formal con-
straints for the system they intend to build. The situation is not helped by the
fact that most CASE tools treat formal constraints just asa kind of commern. In
practice, requiremert speci cations are mostly written in natural language,with all
its ambiguities. Formal speci cation languagesare rarely, if ever, used.

For the user of the KeY-T ool the situation is di erent. Sincethe KeY-Tool can
analyseand give feedbad on OCL constraints (seeSection5) they are actually and
immediately useful. Hence,the user has a new motivation to formulate constraints
in a formal language. But the KeY-T ool can even support the userin generating
formal speci cations in the rst place. The technology behind this is a template-
like and easy-to-understand medchanism. Consider, for example, the behavioural
speci cation of class PayCard where we require that the value of the attribute
balance is always greater or equal zero and lessthan limit . Sud requiremerts
where the value of an attribute attr of a classaClass hasto be within a certain
interval occur quite often. The speci cation of such a requiremert hasthe following
form in general:



context acClass:
inv: lowerBound < attr and attr < upperBound

There is a plethora of similar constraints neededin related situations (for exam-
ple AttributeHasKeyP rop, and, as examplesfor pre-/p ostconditions, ProduceFor-
AssociationSet , GetFromAssociati onSet, and IncreaseAttribut  e). The KeY-
Tool contains prede ned blueprints (or templates) of such constraints which we call
KeY-ldioms.

In addition to KeY-ldioms there is a slightly more complicated way to generate
a speci cation, called KeY-Pattern. Again, the basicidea is to use blueprints. In
cortrast to KeY-ldioms, where the blueprints are merely attached to a single class
or method, they are now attachedto OO designpatterns like Composite, Observer,
etc. The KeY-Patterns can be usedin the sameway as the other design patterns
that are available in TogetherCC

Each KeY-Pattern contains a set of blueprints that are selectedand instantiated
by the user during a customisation dialog. As it is the casefor standard patterns,
TogetherCC  generatesa concrete designafter nishing the dialog. In addition,
concrete OCL constraints are generatedas instancesof OCL blueprints.

3.2 Application in the Tutorial Example

We demonstrate how to generate a speci cation for the class PayCard i.e. an
invariant, which statesthat the value of the attribute balance is always greater or
equal zero and lessthan limit . First, usethe mouseto selectclassPayCard and
push the right mousebutton to get a pop-up context menu. Pleaseselectthe menu
item Choose Pattern.... A pattern selectiondialog lists all prede ned patterns and
you should now selectKeY Idiom ! InvariantConstr aints, which lists a number of
available OCL blueprints for classinvariant speci cation.

Pleasechoosethe blueprints AttributeLowerBo undand AttributeUpperBo und
by clicking on the according chedkboxesand Il in the required slots: \ Attribute
with lower bound' should be\ balance ", \ Lower bound for attribute " should
be\ 0", \ Attribute  with lower bound' should be \ balance ", \ lowerOperator "
shouldbe\ ", \Upper bound for attribute " shouldbe\limit ", and\ upperOperator "
should be \ <" (seeFigure 3). After pushing the Finish button, the pattern dialog
disappearsand the intended speci cation is generatedand addedto classPayCard
As this example shows, it is possibleto select seweral blueprints simultaniously.
Then, the resulting OCL speci cation is the conjunction of the instantiated OCL
blueprints.

In a similar way, the blueprints of the KeY-Patterns are instantiated. Note, that
in caseof KeY-Patterns the relevant part of the current classdiagram is generated
and selectinga classprior to invocation of the dialog is not necessary

3.3 Constrain ts in Natural Language and OCL

A tool for simultaneous developmen of natural languageand OCL constraints is
currently beingintegrated into the KeY-Tool. It consistsof a syntax directed editor
for constraints. Here, we will seean example of how to use this syntax editor to
construct a simple invariant.

At the current level of integration, the syntax editor can be started from the
context menu of classesand methods in TogetherCC , for the editing of invariants
or pre- and postconditions, respectively. This tool is work in progress,we refer to
the (forthcoming) manual for important details and limitations which we omit here.

The basicidea of the editor is that the user constructs an abstract syntax tree
of a speci cation (for instance, an invariant of a class), by selecting alternativ es



Figure 3: Generation of OCL Expressions.

from menus. The syntax tree is at all times preserted in both OCL and English
to the user. Since the editing always takes place by selection from merus, the
editor canensurethat only syntactically correct speci cations are constructed. Type
correctnessis also ensured.

Creating a New Class Invariant for PayCard First, delete any previously
added invariant for the class PayCard Then, just right-click on the classin the
\Designer" pane of TogetherCC , and selectEdit Invariant [GF] from the KeY
Extension part of the context menu which appears.

The syntax editor will now start. This usually takesa little while: the editor
window might appear quickly, but it is not ready for input untili sometext has
appearedin the three main areasof the window (which are blank to start with).
Figure 4 shows what the editor window will look like when it is ready for input.

The Editor Windo w. The editor window consists of three main parts. The
upper left part shows an abstract syntax tree of the invariant we are editing. The
upper right part also shows the abstract syntax tree (as a string), but also the
rendering of the abstract syntax into OCL and English. Un nished parts of the
invariant are showvn as questions marks (also referred to as metavariableg|these
mark spots which have yet to be lled in by the user. The current metavariable
is highlighted. When we start editing a new invariant, the OCL and English parts
are empty (i.e. just a"?" is shavn). The abstract represenation corntains some
information which is not explicit in English or OCL (for instance that the classof
the invariant we are editing is PayCard), and is therefore not completely empty.



Figure 4: Editing a new invariant in the syntax editor

Editing proceedsby lling in questionsmarks by selectingre nements from the
menu in the lower half of the editor window. The \r" in ead list item just standsfor
“re ne", what comesafter the \r" is the name of the re nement (from the abstract
syntax). To selecta re nement, just double-click on it. The current metavariable
(question mark) will then be lled in.

Cho osing Renemen ts. We usean even simpler example than above: we will
add the invariant that the balance of a PayCardis always greater than or equal to
zero. The rst step would be to nd a re nement corresponding to the greater-
than-or-equal relation for integers. To do this, we needto know that there are ways
to make the list of re nements more informativ e than just showing a name from
the abstract syntax. We can chooseto show re nements in abstract syntax or in
English?, and we can chooseto show type information or not.® These choicesare
made using the Menus menu in the upper right corner of the editor window. In
this meru, plain and printname refersto abstract syntax and English, respectively.
The alternativ estyped and untyped refersto type information.

To nd a suitable re nement, we can scroll through the list of re nements in
the lower half of the editor window, possibly switching betweenabstract syntax and
English, or typed and untyped presenation using the Menus menu. Evertually, we
should nd the re nement intGTE, \? is greater than or equalto ?" in English.
The type for intGTE is Instance Integer ! Instance Integer ! Sent, i.e. it
takestwo instancesof a classof integersand createsa sertence. Figure 5 shows the
editor after the selectionof this re nement (by double-clicking).

2This is a current limitation, the user should be able to seere nements in abstract syntax, in
OCL, or in English.

3A current bug is that showing re nements in English and also with type information results
in a somewhat garbled display, where the type information partly overlaps the English text.



Figure 5: The rst re nement step

Navigation.  If there is more than one metavariable (as in Figure 5), we can |l
them in in any order. The button bar in the middle of the editor window makes
it possibleto navigate the syntax tree. For instance, the buttons marked \?<"
and \>?" are usedto step back and forward among the metavariables. The list
of re nements always refersto possibleways of lling in the current metavariable
(which is highlighted).

The left metavariable canin the examplebe lled in by choosingthe re nement
PayCardbalance and then self . For the right one we can simply choose the
re nement Zero.

Finishing Up. Editing proceedsuntil there are no more metavariablesto Il in.
In the caseof the example, we end up with the OCL constraint self.balance >=
0, and the English rendering \the balance of the payCard is greater than or equal
to zero". We can then just closethe editor window, and the invariant will appear
in the \Insp ector" panein TogetherCC

4 How to Parse a Speci cation

We are now ready to take a closer look on the ways how to make use of OCL
constraints in model analysis and veri cation of correctnessproperties.

A speci cation consistsof OCL expressiondfor invariants of classesand for pre-
/p ostconditions of methods. Of course,OCL expressionganonly livein the context
of an UML diagram (and therefore UML diagrams and even the implementation in
a target languageare also part of the speci cation), but we concerirate on OCL
expressionsfor now.

The rst stepis to ensuresyntactical correctnessof OCL expressions.The KeY-
Tool featuresan integrated OCL parserwhich canbe invokedvia a meru item in the
cortext menu. The currently used parser was developed at Dresden University of
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Tednology (seehttp://dresden-  ocl .s ourcefor ge.n et/ in dex.html for details).
It can also be usedas a stand-alone system.

4.1 Application in the Tutorial Example

To parse OCL constraints, the KeY-Tool o ers menu items Parselnvariant and
ParseMethalSpec, respectively, aspart of the context menus of classesand methods.

As an examplelet us invoke Parselnvariant in classPayCardand the parserwill
tell you that the invariant (balance 0) and (balance < Ilimit) is syntacti-
cally well-formed. Try to modify the invariant into a syntactically incorrect OCL
expression(say, by misspelling balance as ballance ). The parser points to the
position, where the error occurred.

Pleasetry alsoto invoke ParseMethalSyec, e.g.,in classPayCardon method charge.

5 How to Analyse/V erify a Speci cation

Analysis. OCL constraints make the semartics of a classdiagram more precise.
A minimal requiremert that must be ful lled by theseconstraints is that it is
actually possiblefor a model/implementation to satisfy them. In other words,
OCL constraints must be consistert or free of contradictions. The KeY-T ool
includes functionality to analysethe constraints.

Verication. OCL constraints, in particular, pre- and postconditions, can be seen
as abstractions of an implemertation. In this context, an implementation is
called correct i it actually implies properties expressedin its speci cation.
The KeY-Tool includes functionality to verify* the correctnessof an imple-
mentation with respect to its speci cation.

In eat case the KeY-T ool generatessuitable proof obligations in terms of logical
formulas. When analysing a speci cation no code needsto be considered,hencethe
resulting proof obligations are formulas of sorted rst-order predicate logic. On
the other hand, if the correctnessof an implementation is to be veried, proof
obligations will contain code of the target programming language(Java Card , in
our case). For thesewe usea Dynamic Logic® that is able to expressproperties of
Java Card programs.

In both cases proof obligations are passedto the integrated interactive theorem
prover KeY-Prover (seeSection 1.3), which is able to handle predicate logic as well
asDynamic Logic. The KeY-Prover wasdeveloped asa part of the KeY-Pro ject and
is implemented in Java. It featuresinteractive application of proof rules aswell as
automatic application controlled by heuristic information. In the nearfuture a state-
of-the-art automatic proof engine basedon saturated tableaux will be integrated.
This will increase deductive power of the KeY-Prover dramatically, at least for
predicate logic problems.

In the following the ideasbehind the various options for analysisand veri cation
are described informally. A formal description of the generatedproof obligations is
cortained in Appendix A. Examples of application within the context of the case
study in this tutorial are described in Section5.2.

4Sometimes analysis of a speci cation is called horizontal veric ation and what we call veri -
cation is called vertical veri c ation .
5Dynamic Logic can be seenas an extension of Hoare logic.
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Figure 6: Options o ered by the Class Menu.

5.1 Informal Description of Options for Analysis and Speci-
cation

All options canbeinvokedvia context-sensitive menu items. Therefore, every option
\knows" the model element it is applied to: in caseof a classmenu item this is the
current classand in caseof a method menu item this is the current method in the
current class.

The proof obligations generatedby invoking one of the options are derived from
the invariant, the pre- and postconditions, and possibly the target code attached to
the current model elemen.

Both, invariants and pre-/p ostconditions can be empty. In this case,the KeY-
Tool assumesthem to be true by default. Note that this di ers from someother
approadies. In Eiel, for example,invariants are \inherited" from the parent class
(seel4)]).

In the following, options whose proof obligations are formulated in predicate
logic are marked with (PL) and proof obligations formulated in Dynamic Logic are
marked with (DL).

5.1.1 Options Oered in the Class Menu

Figure 6 shows the options o ered in the classcontext menu (to open the menu
selecta classand push the right mousebutton).

StructuralSubt  yping (PL) Structural subtyping is one aspect of Liskov's sub-
stitution principle, namely that objects of classesnherited from classC may
be usedin place of objects from classC itself. The principle implies that an
object of current classCC must satisfy all constraints declaredin all parent
classesof CC.

12



Figure 7: Options o ered by the Method Menu.

In particular, the generatedproof obligation ensuresthat the invariant (that
is the structural aspect) of the current classCC is logically stronger than the
onein the immediate parent class.

InheritedMetho  dsPreserv elnvariant (PL) Supposeyou are writing code for a
new classCC which inherits from a library classPC. The implementation of
P C is not available or it could be changedwithout notice. The only reliable
information about PC are its interface and the speci cation of PC, that is,
the invariants, pre- and postconditions of its methods.

Assumem(:::) is a method implemented in classP C, but not reimplemerted
in subclassCC. What can we say about m and the invariant of CC? The
generatedproof obligation ensuresthat the invariant of CC can be inferred
provided that the implementation of m meetsits speci cation (invariant and
pre-/p ostconditions) in PC.

5.1.2 Options Oered in the Metho d Menu

Figure 7 shows the options o ered in the method context menu (to open the menu
selecta method and push the right mousebutton).

BehaviouralSubt yping (PL) Behavioural subtyping is another consequenceof
Liskov's substitution principle. If we consider a method speci cation as a
cortract betweenthe supplier (the classthat implements the methods) and
the client (the classthat calls the method) we concludethat for contracts to
be satis ed, the following must hold:

1. A method in a subclassof the supplier classmust be applicable at leastin
all thosessituations, wherethe speci cation of the method in the supplier
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classpromisesit to be applicable.

2. Application of a method in a subclass of the supplier class results in
a state that has all the properties promised by the speci cation of the
method in the supplier class.

In other words: preconditions of any method must becomelogically weaker
and postconditions must becomelogically stronger in subclasses.

Preserv esinvariant (DL) Correctnessof an implementation of a method means
that the implemertation obeysthe invariant of the classand ensuresthe post-
condition of the method. Here it is cheded that the execution of a method
obeys the invariant under the assumption that the invariant and a possibly
existing precondition hold.

Note that an invariant can be violated even if the obligation generatedhereis
veri ed for every method (and constructor) of its classC, , becausemethods of
other classeamight manipulate the state of objects of C,. This phenomenon
is sometimescalled Indir ect Invariant E e ct [4, p.405] or Representation Ex-
posure.

EnsuresP ostCondition (DL) A proof obligation is computed ensuring that the
postcondition of the current method holds after being executed under the
assumption that possibly existing precondition and invariant hold.

Correctness (DL) Identical to the combination of Preservesinvariant plus En-
suresPostCondition

5.2 Application in the Tutorial Example

Now we apply the described options in the tutorial example. First, we demonstrate
the generation of proof obligations, then we shov how these can be handled by the
KeY-Prover. Be warned that the namesof the proof rules and the structure of the
proof obligations may be subject to changesin the future.

5.2.1 Options Oered in the Class Menu

StructuralSubt  yping Invoked from the corntext-sensitive menu of classPayCard-
Junior , this option starts the KeY-Prover with the proof obligation

) ((self.balance 0) & (self.balance < self.juniorLimit ) &
(selfjuniorLim it < self.limit) ->
(self.balance 0) & (self.balance < selflimit) .°

This proof obligation is a pure rst-order predicate logic formula. The premiss
of the implication is the translated invariant of the subclassPayCardJunior
and the conclusion is the translated invariant of the superclass PayCard’
There are two ways to prove this with the KeY-Prover:

Automatic:  Focus on the window titled PO for StructuralSubtypingand via
menu item Options ! Heuristics... select heuristics simplify and sim-
plify_int and set Maximum heuristics applications to 20. Then, push
button Apply Heuristics to start the proof.

The KeY-Prover simpli es the open goal automatically and informs you
that the goal could be proven. You can quit the KeY-Prover with menu
item File ! Exit.

61f the formula displayed in the KeY-Pro ver looks di eren t enable the checkbox Pretty&Untrue
from the menu group View.
"The translation is necessarybecausethe syntax of the OCL and predicate logic di ers.
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Interactiv e: To prove the proof obligation in the exampleinteractively, per-
form the following proof steps:

1. Apply rule imp_right to the whole formula in the succeden in order
to remaovethe implication. As aresult, the premissof the implication
becomesthe antecedent of the sequen and the conclusionbecomes
the succedeh

2. Apply rule and_left to the whole formula in the anteceden. This
rule removesthe conjunction operator.

3. Apply rule and_left to formula
((0 < self.balance) | self.balance=0) &

(self.balance < self.juniorLimit ) to remove the conjunction.

4. Apply rule and_right to the wholeformula in the succedeh Formulas
in the succeden of a sequen are implicitly disjuntively connected.
Thus, the conjunction operator cannot just be replacedby a comma
asit is the casein the anteceden, where the formulas are implicitly
conjunctively connected. Rather, applying rule and.right results in
two sequerts, ead of them containing one of the conjunctivesin the
succeden

5. Now the formula (self.balance 0) is contained as well in the
antecenden asin the succedeh This goal canbe closedby applying
rule closegal to (self.balance 0) in the succedeh becausea
sequen of the form ; ° ;  isanaxiom.

6. In the succedehwe havethe formula (self.balance < self.limit)
and in the antecedent we have(self.balance < self.juniorLimi  t)
and (self.juniorLimi t < self.limit) . To close this goal we
have to make use of the transitivit y of the relation \<". This is
done by applying rule lesstrans to formula (self.juniorLimi t <
self.limit) . A dialog pops up where you can enter the formula
the transitivit y should be applied on. In this casethe only possi-
ble formula (self.balance < self.juniorLimit) is already sug-
gestedby the KeY-Prover. Thus, just push button Apply.

7. Now, on both sidesof the sequen we havethe formula (self.balance
< self.limit) and, asabove, we can closethis goal by applying rule
closegal on (self.balance < self.limit) in the succeden

5.2.2 Options Oered in the Metho d Menu

BehaviouralSubt yping Select method charge of class PayCardJunior in the
classdiagram and invoke Behavioural Subtypingfrom the context menu. You
will obtain two proof obligations (displayed in tab Proof obligation in the
left pane of the KeY-Prover). The rst proof obligation ) (amount>0) !
(amount>0) is trivial and provenautomatically if heuristic simplify is selected.

To prove the secondproof obligation selectall heuristics and set the number
of automatic proof stepsto 100. When the heuristics stop three goalsare left
and you have two possibilities to cortin ue:

1. Interactiv e pro of steps + heuristics.
Selectchedkbox Autoresumeheuristics in the main window of the prover.

Toclosethe rst goalapply rule insert_eqto the formula (self.balance)
< PayCardJunior::ba lance(self ) in the anteceden of the sequer.
This will replaceself.balance with PayCardJunior::b al ance(sel f) +amount .8

8This proof step is sound because of the equation self.balance =
PayCardJunior::balance( self )+amoun in the antecedert.
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Then apply rule add lessbackto PayCardJunior::b ala nce(s el f) +anount

< CardJunior::balan ce(self ) in orderto subtract PayCardJunior::ba la nce(self )
on both sidesof the inequation. Now the goal will be closedautomati-

cally by applying heuristics.

To closethe remaining two goalsapply rule insert_eg® to the the left-hand

sideof the inequation (self.balance) < PayCardJunior:: balan ce(self ).

2. Automatic pro of using a decision pro cedure.
We have integrated a so-calleddecision procedure for integer arithmetics
in the KeY-Prover. This decision procedure which is called Simplify °
can decidewhether a formula in a certain fragmert of integer arithmetic
(Presburgerarithmetic) is valid. You caninvoke Simplify by highlighting
the whole sequen and clicking the left mousebutton. Then there is a
menu entry Decision Procedure \Simplify" . You can closeall remaining
goalsby running Simplify.
Instead of doing this for all goals, you can just use the button Run
SIMPLIFY in the main toolbar above the seque window to apply the
decisionprocedureto all open goals.
Note: You do not haveto ched whether the formulasin the sequen are
really Presburgerarithmetic or not. You canalwaystry to run Simplify.!
If the validity of the formula cannot be establishedby Simplify you get
an according messagdrom the KeY-Prover.

Preserv esinvariant Try to apply this to method charge in classPayCardJunior .
Proving this property requiresto verify the actual implementation of charge
againstthe invariant. Therefore,the generatedproof obligation cortains Java
code in the generatedDynamic Logic formula.

First, selectall available heuristics and set the maximal number of automatic
proof stepsto 1000. Then select chedkbox Autoresume heuristics and start
the proof by pushing the button Apply Heuristics. When the heuristics stop
one goal is still open. This goal cannot be proven automatically by applying
heuristics, thus we have to continue either interactively or by running the
decision procedure Simplify.

If you want to prove the goal interactively apply rule add.lessto the formula
(self.balance) < 0in the succeden of the sequen and enter amountin the
input slot of the rule instantiation dialog. After that apply switch_params to
the rst part of the new created formula. Then the goal can be proven by
running the heuristics.

EnsuresP ostCondition ~ We demonstratethis options by meansof method check-
Sumin class JuniorPayCard . The postcondition of this method states that
the return value is 1 if the parameter sumis lessthan juniorLimit  and O if
sumis greater or equal juniorLimit

To proof that the implementation of method checkSurmensuresthe postcondi-
tion selectall heuristics and set the maximal number of heuristic proof steps
to 1000. The goal can be proven automatically applying heuristics.

90ne of the two goals contains two inequations with the same left-hand side self.balance in
the antecedent and, thus, two rules insert _eq are o ered. In this casechoosethe second one. We
are currently working on improving the naming of the rules.

10Simplify is part of ESC/Ja va [3] developed at Compag.

111t the sequert containes formulas that are not in the fragment of Presburger arithmetic, these
formulas are left out. This corresponds to the sound proof step weakening.
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Correctness Again we use method checkSumin classJuniorPayCard to demon-
strate this option. Selectall heuristics and setthe maximal nhumber of heuristic
proof stepsto 250. The goal can be proven automatically applying heuristics.

6 Curren t Limitations and Restrictions

The current version of the KeY-Tool is far from being a polished and universally
applicable tool. Here is a list of open issueswe are now working on and intend to
resolve in near future:

1. Supported platforms

Linux is tested, Solaris should work as well

Windows NT, 2000and XP should work when using the KeY byte code
version.

2. Restrictions on UML models:

implemenrtation classeanust not de ne padkages

wheninvoking an analysis/veri cation option all involved classegusually
the current classand the parent class) must be menmbers of the current
diagram

3. Restrictions of the KeY-Prover:

Manual not available yet (will be available soon!)
powerful automated deduction systemonly partly integrated

A Formal Description of Generated Pro of Obliga-
tions

In general,proof obligations are basedon assertions(invariants, preconditions, post-
conditions) attached to a current elemen (class or method) or its (direct) parert
classe$’.

To facilitate the description of the proof obligations we take advantage of the
following abbreviations, where we assumeto have a total order on parent classes
with index setP = f1;:::;ng.

Class INV invariant of the current class
INVPi invariant of the i-th parert class

Metho d m:PRE precondition of method m in current class
m:P OST postcondition of method m in current class
m:P REP precondition of method m in i-th parent class

m:POSTP"  postcondition of method m in i-th parent class

With the exception of postconditions (m:P OST; m:P OSTP/) the abbreviations
stand for pure predicate logic (PL) formulas (at this stagewe assumethat the OCL
expressionsfrom the UML model were translated already into PL formulas).

12\we allow a class to have more than one parent class here. However, since interfaces are
currently not supported, due to the Java class hierarchy restrictions, the actual proof obligations
involve only one parent class.
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Postconditionsare PL formulasup to @pre-expressionsand r esult-variablesthat
needspecial attention whentranslating OCL into PL. It is assumedthat this trans-
formation has beendone.

All PL formulas cortain the variable self referring to the current object. In
some casesthe occurrenceof self is important and needsto be emphasised. For
this we write | NV (self ), m:P RE(self ), etc., instead of INV, m:PRE, etc.

The structure of the rest of this section parallels that of Section5.1.

A.1 Options Oered in the Class Menu

StructuralSubt  yping (PL) The invariant of the current class CC is stronger
than the onesof the parent classes:

(PO) ViZP(S self :CCINV(self)! INVPi(self))

InheritedMetho  dsPreserv elnvarian t(PL) In principle, we have to prove that
the inherited implementation of method m presenesthe invariant (where we
can make use of the precondition):

(Goal) 8self : CC m:PRE(self)* INV(self)! mmilNV((self)

If we assumethat the implementation of m meetsits speci cation asgivenin
parent classP; we know in addition:

(Assumption) 8pself : P; m:P REPi (pself ) » INVPi (pself ) !
hmim:P OSTPi (pself ) » INVPi (pself )

As all constraints that are valid for instancespself of P; should also be valid
for the instance self of the current classCC, we have:

(Lemma) 8self : CC m:PREPi(self ) » INVPi(self ) !

hmim:P OSTPi (self ) » INVPi(self )
Now, we apply a valid proof rule

Al mmiB' A9l Al A9~ renameB')! rename(B9)

AST hmiBY
saying that allows to prove a formula of the form AS! miB9 with the help
ofalemmaofform A' ! mmiB'and (1) A9! A'and(2) A9 rename(B') !
rename(B9), where rename(X ) renamesall OCL properties that can be af-
fected by executingm (in terms of Dynamic Logic: all non-rigid symbols) in
X and resolves @pre-constructs.

Let MinP = fi 2 P jmisimplemented in P;g. We can obtain as (1) and (2)
in the context of (Goal) and (Lemma):

(PO1)  ,minp Bself : CCm:PRE(self ) INV(self)!
m:P REPi (self ) » INVPi(self )

\%
(PO2)  ,minp Bself : CCm:PRE(self )™ INV((self )"
rename(m:P OSTPi(self ) » INVPi(self)) !
rename(l NV (self ))

The rst \Proof obligation can be simplied usingm:PRE = m:PREPi:
(PO19 ., yip 8self :CCmPRE(self)" INV(self)! INVPi(self)

A.2 Options Oered in the Metho d Menu

BehaviourSubt yping(PL) The precondition of the current method is weaker
than the precondition of the parent method. The postcondition of the current
method is stronger than the postcondition of the parent method.

Let MinP be de ned as above.
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V
(PO1) iominp B8self :CCm:PREPi(self)! m:PRE(self)

(PO2) .,y Bself :CCm:PREPi (self ) m:PRE(self) !
rename(m:POST(self ) ! m:POSTPi(self))

Preserv esinvarian t(DL) The implementation of the current method obeys (pre-
senes) the invariant of the current class.

(PO) 8self :CCm:PRE(self )* INV(self)! mmil NV (self)

If method m is a constructor, then the subformula m:P RE (self )* I NV (self )
can be assumedto be equivalent to true. Therefore, in this casethe proof
obligation is simplied to:

(POC) 8self : CC hmil NV (self)

EnsuresP ostCondition(DL) The implemenrtation of the current method satis es
its postcondition.

(PO) 8self :CCm:PRE(self ) INV(self)! hmim:POST (self)

As above, if m is a constructor, then m:PRE(self ) » INV(self) can be
assumedto be equivalent to tr ue. The proof obligation is simplied to:

(POC) 8self : CChmim:P OST (self)

Correctness(DL)  Preservesinvariantplus EnsuresPostCondition

(PO) 8self : CCm:PRE(self ) INV((self)!
mil NV (self ) » m:P OST (self)

Again, if m is a constructor, then m:P RE (self )» I NV (self ) can be assumed
to be equivalent to tr ue. The proof obligation is simplied to:

(POC) 8self : CChmilNV((self )» m:POST (self)
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